MHO®OPMALIMOHHAA NAMATKA ANA OBYYAIOLLUXCA

C KaXKAblM FOAOM MOJIOAENKN B MHTEPHETE CTAHOBUTLCA 6O/bLUE, @ WKONbHUKM OO4HU U3 CaMblX
aKTMBHbIX Monb3oBaTeneit PyHeTa. Mexay Tem, MOMMMO OFPOMHOFO KO/IMYECTBA BO3MOXKHOCTEW,
NHTEPHET HeceT 1 Npobaembl. ITa NAaMATKA JOMKHA NOMoYb Tebe 6€30NacHO HAaXo0AUTLCA B CETHU.

KomnbloTepHble BUPYCbl

KomnbloTepHbIA BUPYC - 3TO PA3HOBMAHOCTb KOMMbIOTEPHbIX MNPOrPamm, OTANYUTENIbHOM
0COBEHHOCTbIO KOTOPOW ABNAETCA CNOCOOHOCTb K Pa3MHOXKEHUI0. B JononHeHMe K 3TOMy, BUPYCbl MOTYT
NOBPEANTb UAWN MONHOCTbIO YHUYTOXKUTbL BCe $Gaibl U AaHHble, MOAKOHTPO/IbHbIE MO/Ib30BaTeNtO, OT
MMEeHM KOToporo Hbina 3anyLieHa 3apaXKeHHas NPorpaMma, a TaK»Ke NOBPEANTb WU AaXKe YHUUTOXKUTb
OnepaLyMoHHY0 cUCTEMY CO BCeMu dannamu B Lenom. B 6oNbLIMHCTBE Cy4aeB PacnpOCTPAHAOTCA
BMPYCbl YEPE3 UHTEPHET.

MeToAabl 3aWMTbl OT BPEAOHOCHbIX MPOrpaMmm:

1. Ucnonb3yii coBpeMeHHble onepaLMOHHbIe CUCTEMbI, MMEIOLLME CEPbE3HbIN YPOBEHb 3aLUTbl OT
BPEAOHOCHbIX NMPOrpamm;

2. TocTosHHO ycTaHasAMBaik nadytM  (umdpoBble 3annaTtkM, KOTOpble aBTOMATUYECKM
YCTaHABAMBAOTCA C LENblo A0PaboTKM nporpammbl) U gpyrme o6HOBAEHMA CBOEM OnepaunoHHON
cuctembl. CKaumBal MX TONbKO C opuLManbHOrO canta paspabotumka OC. Ecam cyllecTByeT pexum
aBTOMATUYECKOrO 0OHOBNEHMA, BKAIOYU €FO;

3. PaboTali Ha cBoemM KOMMNbloTepe NoA nNpaBamMu Nosb3oBaTens, a He agMUHUCTPaTopa. ITO He
NO3BOAUT OONbLIMHCTBY BPEAOHOCHbIX MPOrPaMM WHCTAAIMPOBATbCA HA TBOEM MNEepPCOHabHOM
KoMMbloTepe;

4. Wcnonb3y QaHTMBMPYCHble MNPOrpaMMHble MNPOAYKTbl M3BECTHbIX Npou3BoguTenen, ¢
aBTOMATMYECKUM OH6HOBNEHMEM ba3;

5. OrpaHuyb Gp13MYEeCKMI JOCTYN K KOMMbIOTEPY ANA NOCTOPOHHUX NLL;

6. Micnonb3yi BHeLWHWEe HOCUTENN MHGOPMaLLUKM, TaKMe Kak dneLlka, guck nam dainn us MHTepHeTa,
TO/IbKO M3 NPOBEPEHHbIX UCTOYHWUKOB;

7. He oTKpbiBalh KOMMblOTEpHble Gaiabl, NOAYYEHHbIE U3 HEHAAEXHbIX UCTOYHMKOB. [laxke Te
¢dannbl, KOTOpble NPUCNAN TBOM 3HAKOMbIM. Jlyylle YyTOYHW Yy HEro, OTNPaBAAA 1 OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He BUA, nepeaaym AaHHbIX, HE TEXHOJIOTUA, @ BCEro Auib bpeHa, mapka. Ewe B 1991
rogay HUAepAaHACKas KOMMaHWa 3apernctpmposana bpena "WECA", yto 0603Ha4yano c10BOCOYETAHUE
"Wireless Fidelity", koTopblli nepeBogMTCs KaK "becnpoBoaHan TOYHOCTL".

[o Hawero BpemeHu gowna apyras abbpesnatypa, KOTopasa ABNAETCA TaKOM XKe TEXHONOrMen. 3To
abbpesunaTtypa "Wi-Fi". Takoe Ha3BaHUe 6bI10 AaHO C HAMEKOM Ha CTaHAapT BbICLIElM 3BYKOBOM TEXHUKMU
Hi-Fi, yuTo B nepeBoae 03Ha4aeT "BblCOKaA TOYHOCTL".

[a, 6ecnnaTHbIl WHTepHeT-goCTyn B Kade, oOTenax W asponopTax ABAAETCA OT/INYHOM
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKkcnepTbl cunTatoT, 4To obueaoctynHble Wi-Fi ceTn He
ABNAKTCA 6€30NaCHbIMM.

CoseTbl no 6e3onacHocTM paboTbl B 06wenocTynHbix cetax Wi-fi:

1. He nepepaBsaii cBoto INYHYIO MHbOPMaLMio Yepes obwenocTynHble Wi-Fi cetn. PaboTas B HuX,
YKenatesbHO He BBOAUTb MAapoaun JOCTyNa, NOTUHbI U KaKMe-TO HOMepa;

2. Wcnonb3yh M ob6HOBNAN aHTUBMPYCHble Mporpammbl U HpaHamayep. Tem cambiM  Tbl
obe3onacuwb cebA OT 3aKauKkM BUpPYCa Ha TBOE YCTPOMCTBO;



3. Mpu uncnonbsoBaHum Wi-Fi oTkntoum ¢yHKumio "Obwmin goctyn K ¢pannam u npuHTEpam”.
[aHHaa GyHKUMA 3aKpbITa MO YMONYAHWUIO, OAHAKO HEKOTOpble MO/b30BaTe/IM aKTUBUPYIOT ee A/A
yaobcTBa ucnonb3oBaHuA B pabote nnm yyebe;

4. He vcnonb3yn nybamnuHbit WI-FI ana nepegaym NMYHbIX AaHHbIX, Hanpumep 4NA BbixoAa B
COLManbHble CETU UAN B /IEKTPOHHYIO NOYTY;

5. Ncnonb3yit TonbKO 3awmuleHHoe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca sBogn umeHHo "https://";

6. B mobunobHom TenedpoHe oTkaoum ¢yHKuMto "MogkntoveHne K Wi-Fi aBTomatuyeckn". He
[OMYyCKal aBTOMATUYECKOrO NOAKNOYEHMA YCTPOKCTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CouManbHble CETU aKTUBHO BXOAAT B HalWy KW3Hb, MHOTME NOAM PaboTaloT M KMBYT Tam
NOCTOAHHO, a B Facebook yrke 3apernctpupoBaH Mnanvapa 4enoBek, YTo ABNAETCA OAHOW CeAbMOW BCEX
XuTtenen nnaHetbl. MHOrMe nNonb3oBaTeNM He MOHMMAIOT, YTO MHPOPMALMA, pasMeLleHHada UMK B
COLMANbHbIX CETAX, MOXKET ObITb HallAeHa M UCNONb30BaHa KEM YroAHO, B TOM Ync/ie He 06A3aTesbHO ¢
6narMmm HamepeHuaAMM.

OcHoBHble coBeTbl N0 6e30NacHOCTN B COLMANbHbIX CETAX:

1. OrpaHunyb cNUCOK apy3ei. Y Teba B APY3bAX HE AOKHO ObITb CIy4aMHbIX U HE3HAKOMbIX 0AEN;

2. 3aWmMwan CBOK YaCTHYK XMU3Hb. He yKasbiBalh naponu, tenedoHbl, agpeca, [aTy TBOEro
POXAEHMA W APYrY0 NIMYHYIO WMHPOPMAUMIO. 310YMBILWNEHHUKM MOFYT WCMNONb30BaTb JaKe
MHPOPMALMIO O TOM, KaK Tbl M TBOW POAUTENN NAAHMUPYETE NPOBECTU KAHWUKY/bI;

3. 3awWmLLan CBOIO penyTaLuio - AePKM ee B YUCTOTE M 3a4aBal cebe Bonpoc: xoTen bbl Tbl, YTOObI
Apyrve nosnb3oBaTenn BUAENW, YTO Tbl 3arpyxKaewb? [ogymaii, npexae 4yem 4to-To onybavMkoBaThb,
HanucaTb W 3arpysunTb;

4. Ecnu Tbl FOBOPULLb C IIOABMM, KOTOPbIX HE 3HaELb, HE MCNO/b3YN CBOE peanbHOEe UMSA U APYTYIO
JIMYHYI0 MHOOPMALUKN: MMA, MECTO XKUTENbCTBA, MECTO y4ebbl U NPoYeE;

5. N36erai pasmelteHunsa potorpaduin B UHTEpHeTe, rae Tbl M306parkeH Ha MEeCTHOCTH, MO KOTOPOK
MOKHO ONpeseINTb TBOE MECTOMO/IONKEHUE;

6. Mpu pernctpaumMm B COUMANbHOM CETM HEeobXoAMMO WCNOAb30BaTb C/IOXKHbIE NAPOW,
cocTosALlme 13 BYKB 1 LMPP U C KONMYECTBOM 3HAKOB He MeHee §;

7. OnAa coumanbHOM CeTu, NoYTbl U APYrMX CAalMTOB HEOOXOAMMO MCNONb30BaTb Pa3Hblie NAPO/N.
Torpga ecnu 1eb6A B310MatOT, TO 3/10YMbILWEHHUKM NOAYYaAT AOCTYN TO/IbKO K O4HOMY MECTY, a He BO BCe
cpasy.

DNeKTPOHHbIe AeHbIN

DNEKTPOHHbIE AEHbIM - 3TO 04eHb YA0OHbIN cnocob nnaTerken, 04HAKO CYLLECTBYIOT MOLIEHHUKM,
KOTOpbIe XOTAT NOYYNTb 3TU AE€HbIU.

INEeKTPOHHbIE AeHbIN NOABWUINCH COBCEM HE,ABHO M MMEHHO M3-3a 3TOr0 BO MHOTUX FOCyAapcTBax
[10 CUX MOP He NPOMUCAHO MPO HUX B 3aKOHaX.

B Poccum ke oHWM YHKLUMOHUPYIOT M O HUX YXKe MPOMUCAHO B 3aKOHe, rae WX pasfenatT Ha
HECKO/IbKO BMAOB - aHOHUMHbIE U HE aHOHMMHble. Pa3sHMLA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspelaeTca NpoBoAUTb onepauun 6e3 naeHTMOMKAUMKM NOoNb30BaTeNA, a B HEAaHOHMMHbIX
naeHTMduKauma nonb3osaTena apasetTca ob6a3aTeslbHON.

TakKe cnefyeTt pasnnyaTtb 31EKTPOHHbIE GMATHbIE AEHbIM (PaBHbI FOCYAaPCTBEHHbIM BasloTam) U
3N1EeKTPOHHbIe HedMaTHbIE AeHbIM (He paBHbI FOCYAAPCTBEHHbBIM BatOTaM).

OcHoBHble coBeTbl Mo 6e3onacHoM paboTe ¢ INEeKTPOHHBIMU AeHbraMK:



1. MNpuBAXKM K c4eTy MOBUAbHBIN TenedoH. ITo cambli yA06HbIN 1 6bICTPbI CNOCO6 BOCCTAHOBUTH
AocTyn K cyeTy. MpuBA3aHHbIN TenedoH NOMOMKET, ecnn 3abyaellb CBOM MAATEXHbIM NAPONb UM
3aielb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopa3oBble naponu. Mocne nepexoaa Ha ycUAeHHy aBTopusaumio Tebe yxe He
6ypeT yrpoxaTb ONAaCHOCTb KPaXkn UK nepexBaTa NAaTeXHOro napons;

3. Bblbepu cnoXHbii naponb. MpecTynHWMKam 6yaeT He NPOCTO yrafaTb C/OXHbIA Napo/ib.
HagexHble mapoau - 3T0 Napo/in, KOTOPbIe COAEPKAT HE MeHee 8 3HAKOB M BK/OYALOT B cebA CTpOUHbIe
M nponucHble OykBbl, LUMPPbI WM HECKONbKO CMMBONOB, TakKMe KaK 3HaK Jonnapa, o¢yHTa,
BOCK/IMLATENbHbIN 3HAK U T.N. Hanpumep, StROng!;;

4. He BBOAW CBOM NNYHbIE A@HHbIE Ha CaliTax, KOTOPbIM He AOBepAeLlb.

dNeKTPOHHaA NoyTa

INEeKTPOHHAA NOYTa - 3TO TEXHO/IOTUA U NPEAOCTABNAEMbIE €10 YCYTU NO NEPECHINIKE U NONYYEHUIO
3N1EKTPOHHbIX COODLLEHMN, KOTOPbIE PAcNpesenstoTca B KOMNboTepHOM ceTh. OBbIYHO 3NEKTPOHHbIN
NOYTOBbIN ALMK BbIMAAUT caeaylolwmm obpa3om: MMA_NoNb3oBaTens@uUMsa_aoMeHa. Takke Kpome
nepezaym NPoOCToro TeKCTa, UMeeTcAa BO3MOXKHOCTb NepeaasaTtb ¢palinbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ 3/1eKTPOHHOM NOYTOM:

1. Hapgo BbibpaTb NpaBW/bHbLIA MNOYTOBLIM CepPBUC. B MHTEpHeTe ecTb OrpoMHbIN BbIGOP
6ecnnaTHbIX NOYTOBbIX CEPBMCOB, OAHAKO Nyylle JOBEPATb TEM, KOO 3HAELLb U KTO NEePBbIN B PEUTUHTE;

2. He ykasbiBahi B JIMYHOW Mo4YTe AM4YHytO WHPopmaumto. Hanpumep, nydwe BbIGpaTh
"My3blKabHbI_dpaHaT@" nnm "pok2013" BmecTo "Temall";

3. Ucnonb3yit AByx3TanHyl aBTOpM3aLMio. ITO Korga MOMWMMO Mapofa HYXKHO BBOAUTb KoAa,
npucbliaemblii no SMS;

4. Bbibepu CNOXHbIN Naposb. [Ns KaxkAoro noyYToBOro fALMKA AO0JKEH ObiTb CBOW HaZEMKHbIN,
YCTOMYMBbINM K B3/IOMY Napo/ib;

5. Ecm ecTb BO3MOXKHOCTb HaNMCcaTb CaMOMY CBOM JIMYHbIM BONPOC, MCMO/Ib3YM 3TY BO3MOMKHOCTb;

6. Mcnonb3y HECKONIbKO MOYTOBbIX AWMKOB. MNepBbl ANA YaCTHOM Mepennckn ¢ agpecatamm,
KOTOPbIM Tbl AOBEpPAELLb. ITO 3/IEKTPOHHbIM aapec He HAA0 UCMONb30BATb NPU PErncTpaunmn Ha popymax
W caTax;

7. He oTKpbiBa ¢ainbl U gpyrne BNOXKEHUA B NUCbMAX, AaXKe eCM OHW NPULLAN OT TBOUX APY3eN.
Jlydwe yTOYHM Y HUX, OTNPABAAAN 1 OHM Tebe 3Tn dainbl;

8. Mocne oKOHYaHWA pPaboTbl Ha NOYTOBOM CepBMCe Mepes 3aKPbITUEM BKIALKU C CAUTOM He
3abyab Ha*kaTb Ha "BbinTn".

KnbepbynnuHr nan BupTyanbHoe U34eBaTeIbCTBO

KnbepbynnuHr - npecnegoBaHMe coobWEeHMAMM, copepalMmMmn ockopbnieHuns, arpeccuo,
3anyrvBaHue; Xy/IMraHCTBO; COUMaNbHOe BOMKOTUPOBAHWE C MOMOLLBHO PA3/IUYHbBIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo bopbbe ¢ KnbepbynamHrom:

1. He 6pocaica B 6oi1. Jlydwmnii cnocob: nocoBeToBaTbCA Kak ceba BECTU U, €CIN HET TOro, K KOMyY
MOXHO 06paTuTbCA, TO BHAyane YCMOKOWUTbCA. Ecan Tbl HayHewb OTBeYaTb OCKOpHAEHMAMM Ha
OCKopbneHus, To ToNIbKO elle 6osblie pa3oXkKKellb KOHPANKT;

2. YnpaBnsi cBoei Knbeppenytaumen;

3. AHOHMMHOCTb B CETU MHUMaA. CyLLecTByHOT CNocobbl BbIACHUTb, KTO CTOMUT 3@ aHOHMMHbIM
aKKayHTOM;

4. He cTOWUT BECTU XY/NUFAHCKUI 06pa3 BUPTYanbHOW XKWU3HW. UHTepHeT PuKcupyeT BCce TBOM
[EeNCTBUA U COXPAHAET UX. YOanuTb ux byaeTt KpariHe 3aTpyaHUTENbHO;

5. Cobntoaali CBOIO BUPTYanbHYHO YeCTb CMONOAY;



6. WUrHopupyn epuHWYHbIM HeratuB. OpHOpa3oBble OCKOpPOUTENbHble CcoobLWeHMA Ayyle
nrHopmpoBaTtb. O6bIYHO arpeccus NpeKpalLaeTcs Ha HavyalbHOM CTaanu;

7. BbaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOBLLEHNAMM, B COLLMANbHBIX CETAX eCTb
BO3MOXHOCTb 6/I0KMPOBKM OTMPaBKKU COOOLLEHMI C ONpeaeNeHHbIX aApecos;

8. Ecnn Tbl cBuaetenb KubepbynnuHra. TBou AeiCTBUSA: BbICTYNUTb MPOTUB NpecsedoBaTens,
NMoKasaTb emy, YTO ero AeWCcTBMA OLEHMBAOTCS HEraTMBHO, NMOAAEP KATb KEepPTBY, KOTOPOM HyXKHa
NCUXO/IOrMYECcKan NOMOLLb, COOBLLUTL B3POC/bIM O PpaKTe arpeccMBHOro NoBeAeHMA B CETH.

MobunbHbIM TenedoH

CoBpemeHHble CMapTPOHbI M NAaHLWETbl CcoAep:aT B cebe BNosiHe B3pOC/blA PYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBATb CO CTaLMOHAPHbIMK KOMMNbtoTepamu. OgHaKo, CpeacTB 3aWwmTbl A0S
NoA0OHbIX YCTPOMCTB NOKA O4EHb Masio. TeCTUPOBaHME U NOUCK YA3BMMOCTEN B HUX NPOUCXOAMUT HE TaK
WMHTEHCMBHO, KaK ana MK, To ke camoe KacaeTca U MOBUAbHbIX MPUNOXKEHUN.

CoBpemeHHble MobunbHble Bpay3epbl yKe NPAKTUYECKM AOTHANAN HACTONbHbIE aHAN0MM, OAHAKO
pacwmpeHune pyHKLMOHaNa BaeYeT 3a coboit 60/bLLYI0 CIOXKHOCTb U MEHbLLYIO 3aLMLLEHHOCTb.

[Janeko He Bce nNpou3BOAMTENM BbINYCKAOT OOHOBNEHMA, 3aKpblBalOWMeE KpUTUYECKME
YA3BMMOCTU AN1A CBOUX YCTPOMCTB.

OcHoBHble coBeTbl A5 6e3onacHOCTU MobuabHoro TenedoHa:

Huuero He aBnaeTca no-HacToawemy 6ecnnatHbiM. byab ocTOpOXKeH, Beab Korga Tebe npeanaratot
6ecnnaTHbIM KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKME-TO N1aTHbIe YCAYru;

Oymaii, npexxge yem otnpaBuTb SMS, ¢oTto unam Bnaeo. Tbl TOYHO 3Haellb, rAe OHW 6yayT B
KOHeYHoMm uTtore?

Heobxoanmo 06HOBNATL ONepaLMOHHYI0 CUCTEMY TBOETo CMapTHOHa;

Mcnonb3yit aHTMBUPYCHbIE MPOrpaMMbl 418 MOBUAbHbBIX TenepoHOB;

He 3arpy»kai npuaoKeHna oT HEM3BECTHOTO UCTOUYHWUKA, BeAb OHU MOTYT COAEPKaTb BpegoHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BblAELWb C CalTa, FAe BBOAMA NIMYHYIO MHDOPMALUIO, 3ahaM B HACTPOMKM
6pay3epa u yganu cookies;

Mepunogmyeckn NnpoBepsain, KakmMe NaaTHbIe YCAYyrM akTUBMPOBaAHbI HA TBOEM HOMEPE;

[asan cBo Homep MoObMAbHOro TenedoHa TOMbKO MOASAM, KOTOPbIX Tbl 3HaelWb W KOMY
AoBepsAeLlb;

Bluetooth gonrkeH 6bITb BbIKNOYEH, KOTAa Tbl UM He No/b3yelbea. He 3abbiBali MHOTAa NPoBepPATL
aTo.

Online urpobl

CoBpeMeHHble OHNAaWH-UTPbI - 3TO KPACcoUHble, 3axBaTbiBaloWMe pasBieyeHns, obbeanHaowme
COTHM TbICAY Ye/I0BEK NO BCeMy MUPY. MrpoKKn nccneayroT faHHbIM UM MUpP, 0bLwaloTca gpyr C Apyrom,
BbINOMIHAOT 33ZaHUA, CPAXKAKTCA C MOHCTPAaMM W MOY4atoT ONbIT. 33 YA0BO/NILCTBME OHW MAATAT:
NOKYNaT ANCK, ONa4YMBatOT abOHEMEHT MK NPUOBPETAIOT KaKMe-TO ONLUMN.

Bce 3Th cpeactBa MAyT Ha NOALEP)KaHME M PasBUTUE UIPbl, @ TaKKe Ha caMmy 6e30MmacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLMK, BbINMYCKAOTCA HOBble MNaTuM (undpoBble 3annaTku Ans
nporpamm), 3aKpbIBatOTCA YA3BMMOCTU CEPBEPOB.

B nomobHbIX Mrpax CTOMT onacaTbCs He CTO/IbKO CBOMX COMEPHUKOB, CKOMbKO KpayKu TBOEro
naposs, Ha KOTOPOM OCHOBaHa cMCTema aBTopu3auMm 60AbLUIMHCTBA UTP.

OcHoBHble coBeTbl N0 6e30NacHOCTU TBOETO UFPOBOIO aKKayHTa:

1. Echu gpyroi urpok Beaet cebs nNaoxo unu cospaet Tebe HeNnpPUATHOCTM, 3abBNOKMPYIN ero B
CNUCKEe UTPOKOB;



2. MNoxanyinca agMUHUCTPATOPaAM Urpbl Ha MA0OXOe MNOBEAEHWE 3TOr0 WUrPoKa, KenaTesbHO
NPUNOXKMUTb KaKMe-TO Al0Ka3aTeIbCTBA B BUAE CKPUHOB;

3. He ykasbiBai IMYHYO MHPOPMaLMIO B Npodaiine urpbl;

4. YBaxall Apyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnmBai HeoduumanbHble NaTiM U MOAbI;

6. Ucnonb3yii cnoxHble U pasHble Naponu;

7. Jake BO BpeMs Urpbl He CTOUT OTKAOYATb aHTUBUPYC. [TOKa Tbl UrpaeLlb, TBON KOMMNbOTEP MOTYT
3apasuTb.

PULWKMHF AN KparKa IMYHDBIX AAHHbIX

Ob6bIYHOW Kparken AeHer M OOKYMEHTOB CErofAHA Y)Ke HUKOro He yAuBWLWb, HO C PasBUTUEM
NHTEPHET-TEXHONOTUI 310YMbILLNEHHUKU NEPEMECTUNCE B MHTEPHET, U MPOAO/IKAT 3aHMMATbCA
"nobumbim" genom.

Tak noaABmMNacb HOBAs Yrpo3a: MHTEPHET-MOLIEHHNYECTBA UKW QULLKMHT, TNAaBHAA LeAb KOTOPOro
COCTOMUT B MOJIY4EHUU KOHOMAEHUMANbHbIX AaHHbIX MNOAb30BaTenen - JIOTMHOB M naponei. Ha
aHrnMMckom Asbike phishing untaetca kak ¢uwmHr (ot fishing - pbibHas nosna, password - naponb).

OcHoBHble coBeTbl Mo 6opbbe ¢ pUwnHrom:

1. Cnegyn 3a cBOMM aKKayHTOM. Ecam Tbl mogo3peBaelb, YTO TBOA aHKeTa Oblna B3/10MaHa, TO
HeobxoanMo 3a6N10KMpPOBaTb ee U COOBLWMUTb aAMUHUCTPATOPAM pecypca 06 STOM KaK MOXKHO CKOpee;

2. Ucnonb3yn 6e3onacHble Be6-canTbl, B TOM YNCNE, UHTEPHET-MarasuHoOB W MOWUCKOBbIX CUCTEM;

3. Wcnonb3yit c/noXKHble M pasHble napoan. Takmm obpasom, ecan Tebs B3nomaloT, TO
3/10yMbILWAEHHUKM NOAYyYaT AOCTYN TONbKO K OA4HOMY TBOEMY NPOoduaIo B CETU, @ HE KO BCEM;

4. Echn Teba B3nOManu, TO HeobxoaAMMO npeaynpenuTb BCEX CBOMX 3HAKOMbIX, KOTOpble
fobasneHbl y Te6A B Apy3bAX, O TOM, YTO TebA B31OManM W, BO3MOXKHO, OT TBOEro umeHu byaet
PaccblNaTbCA CMAM U CCbIIKM Ha GULIMHIOBbIE CalAThl;

5. YcTaHOBM HageHbl naponb (PIN) Ha MO6UAbHbBIN TenedoH;

6. OTKNIOUM COXpaHEHWe Napons B bpaysepe;

7. He oTKpbiBait painbl U Apyrue BNOXKEHUA B MUCbMaX, AaXKe eC/IM OHU NPULLAN OT TBOUX APY3eN.
Jlydwie yTOYHM Y HUX, OTNPABAAAN N1 OHM Tebe 3Tn dainbl.

Undposas penytayma

Undposasa penytauma - 3TO HeraTMBHas WAM NO3UTMBHAA MHopmauua B cetu o Tebe.
KomnpomeTtupytowaa wuHbopmauma, pasMelleHHaa B MWHTEpPHEeTe, MOXeT cepbe3HbiM o0bpasom
OTPasuTbCA Ha TBOEW peanbHON KusHu. "UmdpoBaa penytaums" - 3TO TBOM MMMUAXK, KOTOpPbIA
dopmupyetca U3 HPopmaummn o Tebe B MHTEPHETE.

TBOE MECTO WUTenbcTBa, y4yebbl, TBoe (UHAHCOBOE MOJIOKEHWE, OCODEHHOCTU XapakTepa WU
pacckasbl 0 6/1M3KMX - BCe 3TO HAKaN/MBAETCA B CETU.

MHorve noapoCTKM NETKOMBIC/IEHHO OTHOCATCA K Ny6AnKaLMmn AnyHomn nHdopmaummn B UHTepHeTe,
He MOHMMAA BO3MOXHbIX NMocneacTsui. Tbl Aaxe He CMOXelb A0ragaTbca 0 TOM, 4To doTorpadums,
pa3melleHHan 5 eT Ha3ag, cTana NPUYMHON OTKasa NPUHATL TebA Ha paborTy.

KommeHTapuu, pasmelleHne TBomx ¢oTtorpaduin n apyrue AemcTBMA MOryT HE UCUYE3HYTb AarKe
nocne TOro, Kak Tbl UX yAanuuwb. Tbl HE 3HAELWb, KTO COXPaHUA 3Ty MHPOPMaLMIO, MONasa M OHa B
MOWMCKOBbIE CUCTEMbI U COXPaHUNACb /1M OHA, @ INAaBHOE: YTO MOAYMAIOT O Tebe OKpy}Kalolme Noau,
KOTopble HanayT U YBMAAT 3T0. HaliTn MHGOpMaLMIO MHOTO JIET CAYCTA CMOXKET Ntob01 - Kak M3 Ao6pbix
noby»KAEeHUM, TaK U C HAMEPEHUEM NMPUYMHUTL BPeA. ITO MOXKET BbITb KTO YrOAHO.

OCHOBHbI€e cOBeTbI MO 3awuTe LNMPPOBOIM penyTaLmm:

1. Nopymain, npexae yem 4to-To Ny6AMKOBaTb M NepenaBaTb y cebs B 6aore uam B counanbHom
cetu;



2. B HacTpoiKax npo¢una ycTaHOBM OrpaHMYEHUA Ha NPOCMOTP TBOero npoduna u ero
coaepKMMoro, caenamn ero TonbKo "gna apysen'”;

3. He pasmewan M He yKasblBalh MHOOPMALMIO, KOTOPAs MOMKET Koro-nnbo ockopbnatb mau
0buKaThb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LWKOJIbHUKK - aKTUBHbIE M0Nb30BaTeNM LMPOBOro NpocTpaHcTea. O4HAKO AaNeKo
He BCe 3HaloT, YTO MO/Nb30BaHME MHOTMMW BO3MOXHOCTAMM UMdpPOBOro mmpa TpebyeT cobnoaeHus
npaB Ha UHTENNEKTYa /IbHYH COHBCTBEHHOCTb.

TepMUH "MHTEeNNEeKTyaNnbHan cOBCTBEHHOCTb" OTHOCUTCA K PA3/IMYHbIM TBOPEHUAM Ye/10BEYECKOro
YMa, HaYMHan C HOBbIX N306PETEHUI N 3HAKOB, 0603HAYAOLLNX COOCTBEHHOCTb Ha NPOAYKTbI U YCAYTrH,
M 3aKaH4YMBaA KHUramm, otorpadpuamm, KWUHOGUAbMAMMN N My3blKaNbHbIMW NPON3BEAEHUAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha WHTENNEKTYya/lbHYl0 COOCTBEHHOCTb Ha NPOU3BEAEHUSA HaYKW,
NMTepaTypbl M MUCKyccTBa. ABTOPCKME MpaBa BbICTYMalOT B KayecTBe rapaHTMM TOro, 41O
WHTENNEKTYaNIbHbIN/TBOPYECKMIA Tpya aBTopa He O6yAeT HanpacHbIM, JAacT emy ChnpasBeasivBble
BO3MOYXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa, Noay4ymuTb U3BECTHOCTb M Npu3HaHue. HUKTO
6e3 paspelleHns aBTOpa He MOXKET BOCMPOU3BOANTb €ro Npou3BeAeHUe, PacnpoCcTpaHaTb, Ny6aAnMYHO
AEMOHCTPUpOBaTb, NpPoAaBaTb, WMMMNOPTMPOBATb, MYCKaTb B MPOKaT, MNYBAMYHO WUCMOAHATD,
NoKa3sblBaTb/MCNONHATL B 3dMpe nam pasmelatb B MHTepHeTe.

Mcnonb3oBaHuMe "nNnpaTtckoro" nporpammHoro obecneyeHns MoxKeT NPMBECTM K MHOTMM PUCKaM:
OT MOTEPM [AaHHbIX K TBOMM aKKayHTam A0 O6/I0KMPOBKM TBOEro YCTPOWCTBA, rAe YCTAHOB/EHA
HeneranbHaa nporpamma. He cTouT TakkKe 3abbiBaTb, YTO CYyLLECTBYHOT NerajbHble U 6ecnniaTHble
NPOrpammbl, KOTOPbIE MOMKHO HalTU B CETMU.

O nopTtane

CeTeBMYOK.pd - TBOW rMaBHbI COBETYMK B CETU. 34eChb Tbl MOKeELLb Y3HaTb 0 6e30MacHOCTM B ceTH
MOHATHLIM WM AOCTYMHbIM A3bIKOM, @ MPU BO3HWMKHOBEHUW KPUTMYECKOM CUTyaummnm obpaTuTbcA 3a
COBETOM. A TaK»Ke NPUHATb y4acTue B KOHKYpCcax U CTaTb CaMbiM UMPPOBbIM rpaxkaaHMHOM!



